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I. INTRODUCTION 

A declining economy and increasing global competition 
present serious employment challenges for U.S. 
engineering and technology students. However, the 
challenge to finding employment may often be students 
themselves – specifically, the content they post on social 
media sites such as Facebook. 

Employers routinely use social media such as 
Facebook, Twitter, and LinkedIn as part of the hiring 
process. Social media can be used in the employment 
process either to screen job applicants or to recruit talent. 
Estimates of the number of U.S. employers who use social 
media or search engines as part of the applicant screening 
process range from 25% [1] to 91% [2]. Fifty-six percent 
[1] to a possible of 89% [3] of U.S. employers use social 
media for recruiting.  

Surveys of U.S. recruiters and human resource (HR) 
professionals have shown that about 70% of respondents 
have rejected job candidates based on information found 
online [3, 4]. However, only 7% of the 335 U.S. 
consumers who participated in a study commissioned by 
Microsoft Corporation believed online information 
affected their job search [4]. This discrepancy is at the 
root of a major problem likely to affect the current student 
generation. Online reputation can directly affect 
employment. A negative online reputation can be a source 
of risk, while a positive reputation can cater to online 
recruiters. This paper establishes the need for including 
online identity management literacy in undergraduate 
education, as part of preparing students for entering the 
job market. It discusses the impact of online information 
on employment, and presents original research data 
collected from technology and engineering undergraduate 
students about their online identity management practices. 
The paper argues for the need to teach students social 
media literacy and proposes a specific plan for online 
identity management that can be integrated into 
undergraduate curricula. 

A. The Use of Online Information for Employment 

Screening and Recruitment 

Information available online about an individual, 
whether of a personal or professional nature, and whether 
posted by the individual or the individual’s contacts, is 
often subject to review as part of hiring processes. 
Seventy-five percent of U.S. recruiters and HR 
professionals who participated in the study commissioned 
by Microsoft reported that their companies have policies 
in place that require hiring personnel to research 
applicants online [4]. A study conducted by recruitment 
software company Jobvite found that 45% of hiring 
professionals always search for job candidates online as 
part of the screening process, and 29% do so occasionally 
[3]. Search engines are the most popular online screening 
tools, with 78% of respondents in the Microsoft study and 
26% of respondents in a Society for HR Management 
study reporting using them [1, 4]. In addition to using 
search engines, many employers screen applicants’ social 
networking sites. Sixty-three percent of recruiters reported 
checking social networking sites, and 59% job applicants’ 
video and photo sharing sites [4].  For screening purposes, 
Facebook is one of the most often reviewed sites, 
followed by Twitter and LinkedIn [2]. Close to 90% of 
recruiters and HR professionals reported believing it is 
appropriate to consider both personal and professional 
information as part of the employment screening process 
[4]. 

Social networking sites play a very important role in the 
recruitment of qualified talent. Fifty-six percent of hiring 
professionals in a survey conducted by an HR professional 
association, and 89% of respondents in a Jobvite survey 
reported using social networking sites for recruitment [1, 
3]. LinkedIn is the preferred social networking site for 
identifying and recruiting job candidates, followed by 
Facebook and Twitter [1]. 

The overwhelming majority of U.S. recruiters (94%) 
expect that the use of online information in hiring 
decisions will increase over the next five years [4]. 
Services such as Social Intelligence make analyzing job 
candidates’ online information a business model [5]. How 
prepared are engineering and technology students to 
compete for employment in this kind of marketplace? 

B. Young Adults, Online Information, and Privacy 

Some studies about “digital natives” suggest that the 
current undergraduate student generation is much more 
comfortable with the Internet and does not care as much 
about privacy as older adults [6]. Other research, however, 
has found that youth are just as concerned about privacy 
as older adults, but lack information about privacy rights 
and regulations. A survey of 1,000 respondents 
representative of the U.S. population found that it is this 
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lack of knowledge, rather than lack of concern, that 
accounts for the risky online behaviors of young adults 
(ages 18-24) [7]. Similarly, Reference [8] found that 
“while a majority of Facebook users report having an 
understanding of privacy settings and make use of their 
privacy settings, it is also apparent… that they may have a 
skewed sense of what that exactly entails” (p. 100). 
However, even youth who professed technical skills had a 
hard time understanding and using the privacy settings on 
social networking sites [9]. These findings not only 
explain the results of other large surveys, but also make a 
solid argument for the need to help young adults acquire 
the knowledge they need to be safe online. 

Another explanation for young adults’ risky online 
behaviors is the way they think about the Internet and 
privacy in general. Many young people think of the 
Internet as their own personal space where they interact 
with their peers, and fail to recognize that the information 
meant for peer groups, as well as conversations among 
peers, are available to many other, unintended audiences 
[10]. Similarly, a large study of 7,000 American college 
students found that passwords, social security and credit 
card numbers were included in the respondents’ notion of 
online privacy, but postings on social networking sites 
such as Facebook were not a matter of concern [11]. 
Young adults’ concept of online privacy is very different 
from that of the older adults who make important 
decisions about college students’ futures. An important 
part of social media literacy is to raise college students’ 
awareness about online contexts and audiences, and about 
how information they post online for peers may be 
misinterpreted by a different, unintended audience. 

However, lack of knowledge and awareness about 
managing one’s online information does not translate into 
lack of concern. Young adults are just as likely as older 
adults to be concerned about online privacy, and take 
some steps to manage their online reputation. A Pew 
Internet and American Life Project survey found that 44% 
of young adults have taken steps to limit information 
available about them online, 71% have changed their 
privacy settings on social networking sites, and 41% have 
removed their names from photos. Only 2%, however, 
reported using search engines to monitor online content 
about themselves on a regular basis. The same study 
found that Millenials (ages 18-32) have more information 
available about themselves online than any other age 
group [12]. The availability of large quantities of 
information online, coupled with lack of knowledge and 
awareness, compounds the problem of online identity 
management for young adults. Young adults seem so 
comfortable with computers and the Internet that we have 
deemed them “digital natives.” This may be why older 
adults and educators neglect to include topics such as 
Internet and social media literacy in their curricula. The 
myth of the digital native has done more harm than good 
to the Millenial generation: It has increased older adults’ 
expectations about students’ baseline knowledge levels, 
and has resulted in failure to educate students about topics 
that may greatly affect their futures. 

The research reviewed so far supports the argument that 
social media literacy, and more specifically, online 
identity management literacy, should be included in 
undergraduate college education. However, none of the 
previous research studies has addressed the specific case 
of engineering and technology students. It is possible, that 

given their advanced technical skills, engineering and 
technology students are savvier than the average U.S. 
population in the same age group. We conducted original 
research to inquire specifically into engineering and 
technology students’ levels of awareness about online 
identity management, and their current practices for 
managing online reputation. 

II. METHODS 

In order to gain a nuanced understanding of the specific 
social media literacy education needs of engineering and 
technology students, we conducted 15 in-depth 
interviews. We recruited a criterion sample of mostly 
undergraduate technology and engineering students 
through targeted email invitations and flyers posted in 
technology and engineering buildings. We offered a one 
in five chance to win $20 as an incentive for 
participation. The sample consisted of three 
undergraduate technology students, 11 undergraduate 
engineering students, and one graduate student. Table 1 
presents the participants’ demographics.  

The interviews consisted of nine open-ended questions 
about students’ awareness and behaviors related to online 
identity management. The interviews took anywhere from 
six to 25 minutes to complete and averaged 12 minutes. 
The semi-structured interview schedule included 
suggested probes; however, the interviewers asked other 
probes or questions on the same topics, as needed. The 
recorded interview sessions were transcribed by a 
professional transcription service, resulting in about 100 
pages of text. We performed qualitative thematic analysis 
[13, 14] on this data set. We read the transcripts several 
times until common patterns began to emerge, and 
recorded the frequency of each pattern. We then 
performed a second analysis of these patterns and grouped 
them into the following four major themes: social media 
usage patterns, awareness of the need to manage online 
reputation, strategies students use to manage their online 
identity, and students’ education about this topic. 

III. RESULTS 

The four major themes and their associated patterns are 
presented here, beginning with background information 
about students’ social media usage and awareness levels, 
continuing with the actions students report taking to 
manage their online reputation, and leading to students’ 
perceptions of the need to include social media literacy in 
higher education. 

TABLE I.   
INTERVIEWEES’ DEMOGRAPHICS 

Major Gender 

Engineering 11 Male 11 

Technology 3 Female 4 

Other 1  

Age 

 

18-20, m=19 

Year in School Ethnicity/Race 

Freshman 5 White 9 

Sophomore 6 Asian 3 

Junior 1 African 1 

Senior 2 Other 2 

Graduate 1   
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A. Social Media Usage Patterns 

To obtain information about social media usage 
patterns we asked the broad question, “How do you use 
the Internet and social media?” In addition to the use of 
email and Internet for schoolwork, we found that the 
predominant use of social media was for communicating 
with family and friends, as reported by 13 out of the 15 
students. We learned that Facebook is the preferred social 
media site for 11 of the 15 students. As some research 
participants stated: “Well I definitely use it [the Internet] a 
lot for Facebook;” “I used to be somewhat addicted to 
Facebook and so recently I decided to break that habit so 
I’m going to monitor the time I spend on it but I still have 
it open constantly.” However, very few students create 
content on other social media sites such as YouTube, 
Twitter, or blogs. Two interviewees stated they had 
created Twitter accounts but did not actively use them. 
Three students said that they read some blogs, but no 
student reported maintaining their own blog. 

B. Awareness 

We asked research participants whether they were 
aware that information found about them online could 
affect their job search. Most students (12 out of the 15) 
were not aware that the majority of hiring managers use 
job applicants’ online personal information as part of 
hiring decisions. Results show that students are not aware 
of the potential damaging effects that their online personal 
information may have on their future employment. Also, 
students do not know how to remove negative information 
posted about them online. Only two of the 15 students’ 
answers indicated some awareness of human resource 
departments’ practice of rejecting candidates based on 
online content. Sadly, this awareness stems from students 
witnessing friends experience rejection by a hiring 
manager because of online personal content. 

C. Strategies 

Overall, students report making a conscious effort to 
ensure online content represents them well. Twelve of the 
15 research participants reported being conscious of their 
online reputation. However, the actual strategies they use 
to manage online identity vary widely. We identified 
several strategies which fall into two major categories: 
Some students try to hide or protect their personal content, 
while others feel there is no reason to do so.  

The most frequently reported strategies for protecting 
personal content are using Facebook privacy settings to 
restrict access and limiting the availability of contact 
information – reported by six participants each. However, 
students may have different understandings of what it 
means to limit contact information, as these statements 
illustrate: “I don’t put any personal information on 
[Facebook] or I guess I do, maybe… My phone number is 
there.” And “I have my phone number; I don’t put my 
address on there, just my city.” Another strategy in this 
category is to carefully select Facebook friends. Only two 
students reported this strategy. Finally, one student stated 
she changed the spelling of her name on Facebook as a 
way to control her visibility.  

When asked whether they search regularly for 
information about themselves online, eight students 
responded “no.” Four students said they used Google 
occasionally to search for their name, and two did so “just 
for fun.” One student reported searching his name two 

weeks before a job interview. Job interviews seem to be a 
good incentive for students to consider their online 
information. A few other students reported going through 
online content right before an interview. However, the eve 
of an interview is far too late for changing online 
information and the way it appears in search results. 

The second major category of online identity 
management strategies reflects the belief that students 
have no reason to hide or protect their personal content. 
This belief is fairly uncommon, with less than half of the 
research participants sharing it. Those who share this 
belief explain: “There is nothing that I have that I feel like 
I need to hide from anyone.”  Others feel the need to be 
visible and self-promote, or put it simply - “I don’t care.” 

D. Education 

We asked students about their perceptions for the need 
to include social media literacy as part of formal 
education. Of the 15 students we interviewed, all except 
one felt there is a need for social media literacy and online 
identity management education.  

Students felt that without social media literacy they are 
unintentionally decreasing their chances of employment. 
When asked what education would be the most effective, 
students mentioned including during college orientation 
instruction on proper online postings (suggested by eight 
interviewees) and on managing online identity. Only two 
students had received previous social media literacy 
education in high school. One student had received a 15-
minute briefing as an introduction to a technology class 
and the other student had received counseling from the 
school’s student advisor. Both students reported that this 
knowledge proved to be invaluable once they started 
college. They felt better prepared to manage a growing 
network of friends and the personal information they 
posted online.  

IV. DISCUSSION AND INTERPRETATION OF RESULTS 

Overall, our findings are consistent with previous 
research: Students express concern about managing their 
online reputation, yet the strategies they use to do so are 
hardly adequate. The interview findings show that 
students’ primary approach to managing online reputation 
is to restrict the availability of personal content. However, 
students do not seem to be aware that as soon as they join 
a workplace, their coworkers and supervisors will request 
to become their Facebook “friends.” This pattern is 
consistent with previous research conducted with 
employees of a large, multinational software company. 
Younger employees used Facebook as if they were still in 
college, even though they also had professional contacts 
on Facebook [15]. Reference [15] draws attention to the 
fact that: “As the user composition of Facebook becomes 
more diverse, it will become more challenging for 
individuals to manage their personal identity within a 
website originally designed for the college years, but 
increasingly open to the post-college and professional 
years” (p. 384). It is our goal to prepare students for facing 
this challenge. 

Successful online identity management requires more 
than limiting access to personal content. The students we 
interviewed were largely unaware of the desirability of 
actively creating professional content and posting it online 
in order to craft a professional identity. Their level of 
social media literacy was limited to avoiding negative 
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consequences and did not include proactive strategies. We 
offer a different approach to online identity management 
literacy that focuses on proactive strategies for crafting a 
professional online identity. 

V. ONLINE IDENTITY MANAGEMENT LITERACY 

Online identity management literacy implies the ability 
to carefully manage one’s online information to craft an 
online identity that represents the individual. We take a 
two-pronged approach to identity management literacy: 
One facet of includes awareness of fundamental social 
media communication dynamics; the second part of our 
approach concerns best-practices for creating and 
managing online information about oneself. 

Social media are sometimes controversial and 
confusing because they present radically new 
communication dynamics. Reference [16] explains the 
convergence of communication channels caused by social 
media. Traditionally, communication channels have been 
categorized as either interpersonal channels or mass 
media. Interpersonal channels enable one-to-one 
communication that offers the security of knowing and 
controlling who receives the message. Mass media, such 
as radio and television, enable one-to-many 
communication, making communication with large 
audiences possible, but also making it difficult, if not 
impossible, to control the audience of a given message. 
Social media present characteristics of both interpersonal 
and mass communication in that they permit public 
personal communication. For example, one may have an 
exchange on social media that is interpersonal in tone and 
content. However, that interpersonal exchange is publicly 
available to large, uncontrolled and potentially unknown 
audiences. This public personal communication dynamic 
is very new to human culture and society and therefore is 
a source of occasional confusion and conflict. Awareness 
of this communication dynamic and its consequences 
empowers individuals to use social media in ways that 
minimize harm and maximize benefits. One major 
consequence of social media communication dynamics is 
the merging of contexts and audiences. The convergence 
of interpersonal and mass communication channels makes 
it much more difficult than before to separate social 
groups and to target messages to particular audiences. 
Because of the public nature of social media, a message 
intended for a specific audience (peers) can be easily 
available to other unintended audiences (for example, HR 
professionals). Taken out of context, the message is likely 
to be misinterpreted and misjudged, which can lead to 
negative consequences. The informal and interpersonal 
nature of social media communication can be misleading 
and make it easy to forget, even for mature users, that 
messages are available to a wide, often unintended, 
audience. 

Teenagers see the Internet as their private space used to 
“hang out” with peers [10], and this behavior carries on as 
they become young adults and college students. As a 
result, most information available online about college 
students is of a personal nature. In college, it is time for 
them to learn how to create a more complex online 
identity by managing the nature and amount of personal 
information available online and by consciously creating a 
professional online presence. Filtering, deleting, and 
hiding personal information they would not be 
comfortable disclosing in a professional setting is only the 

first step of online identity management literacy. In 
addition to using defensive strategies to manage personal 
information, we recommend that students employ a 
proactive strategy and take the following steps to create 
and manage a professional online identity: 

A. Create professional online content 

B. Optimize professional content for social media 

C. Develop and maintain a professional online network 

D. Maintain and monitor online presence 

The overall strategy that underlies all our 
recommendations is that of being proactive and 
increasing, rather than reducing, online visibility. In this 
day and age, as the adage goes, “Google is your resume.” 
The expression “Google resume” refers to the information 
that appears in the first few pages of a Google search. This 
information is becoming just as important, if not more 
important, than the traditional resume. Unlike a traditional 
resume, a Google resume takes time to build, and is hard 
to change. Therefore, students should be aware early on in 
their college careers about the importance of their Google 
resume, and learn tactics they can use to improve it. The 
practices we recommend here are all intended to improve 
a student’s visibility in online searches, and to increase the 
probability of search results featuring professional 
content. In effect, we aim to teach students how to be 
proactive about marketing themselves online. 

The disciplines of marketing and public relations 
provide valuable frameworks that can be employed not 
only for the promotion of commercial products, but also 
ideas and individuals [17]. We identify three key 
marketing concepts that are particularly relevant to online 
identity management: positioning, audiences, and goals. 

Positioning refers to articulating an individual’s unique 
skills, attributes, and interests. It involves emphasizing a 
few defining strengths that recommend and uniquely 
identify the person. A positioning statement can guide the 
development of a professional online identity and can help 
students make decisions about what types of content to 
post online. For example, if a student has decided to 
position herself as having a strong interest and expertise in 
video game development, she can build content around 
this core interest and decide to focus a website or blog on 
topics related to computer gaming. Other hobbies, such as 
writing restaurant reviews, may be excluded from this 
blog. The Internet provides a lot of freedom to craft and 
perform an online identity [18]. A positioning statement 
can guide online identity performance and provide 
coherence to one’s online information. A positioning 
statement is somewhat similar to an elevator introduction 
and involves answering the questions: Who am I? How do 
I wish to be perceived? 

Audiences, whether real or imagined, are very 
important to consider when creating online content. As 
explained earlier, the public nature of social media makes 
it difficult to control who receives messages. However, 
having an idea about the types of audiences an individual 
intends to target can help ensure the relevance and 
consistency of online information. For instance, a student 
who has decided she would like to work in the aerospace 
industry, can target content to an audience of aerospace 
engineers and recruiters, and can make efforts to identify 
and network with this audience online. Identifying a 
targeted audience for one’s online content requires 
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answering the questions: Who would be interested in this 
information, and why? 

Goals are another important aspect that can guide an 
overall identity management strategy. Identifying personal 
and career goals works hand in hand with positioning and 
audiences to provide direction and coherence to online 
identity efforts. Whether they refer to profession, industry, 
or areas of interest, career goals help students focus their 
efforts, online and off. Answering the question, “What do 
I want to be when I grow up?” is a simple start to 
identifying career goals. 

Positioning, audiences, and goals require reflection and 
self-knowledge. They are important because they work 
together to drive the content students will post online. 
Once a content strategy is in place, students are ready to 
undertake concrete steps to create a professional online 
identity. 

The remainder of the paper expands on the four major 
steps for creating and maintaining a professional online 
identity. We show how students can use free social media 
sites to ensure their online identity will serve them well 
once they begin seeking employment. We list several 
tactics under each step, in increasing order of difficulty 
and time commitment. We understand that not all students 
will adopt all the strategies we advocate, so we keep the 
more advanced ones at the end of each step. 

A. Create professional online content 

Once students are aware that recruiters and potential 
employers will search for information about them online, 
they need to proceed to create online content that speaks 
to their professional skills, and is easy to find. To 
accomplish this goal, we recommend that students engage 
in the following strategies: 

Create and maintain a public profile on LinkedIn. With 
over 90 million members worldwide [19], LinkedIn is the 
most popular platform for professional networking, and it 
is the preferred social network for researching potential 
hires [3, 20]. We recommend that students create a 
complete profile that showcases their knowledge and 
skills, make it public, and use LinkedIn’s option to shorten 
and customize their profile’s URL. To encourage traffic to 
their profile, they should include this URL in their email 
signatures. Once students create a LinkedIn profile, they 
should initiate the process of developing professional 
LinkedIn connections with pre-existing contacts: 
professors, college peers, and previous or current 
employers [21]. Such connections will offer students the 
opportunity to maintain a professional network that 
extends beyond their close circle of friends and takes 
advantage of the strength of weak ties [22, 23]. As 
students request these new connections, they should 
replace LinkedIn’s default invitation with a friendly, 
personal message that indicates the nature of the 
relationship [24]. Students should also take proactive 
measures to strengthen their professional accreditation by 
utilizing LinkedIn recommendations [25]. Through this 
feature, they can request brief endorsements from 
members of their professional network. The advantage of 
LinkedIn recommendations is that they can be displayed 
on one’s public profile. 

Create a Google profile. In order for students’ 
professional Web presence to be readily accessible by HR 
managers and future employers, it must be highly visible 

among online search engine results. Currently, Google is 
by far the most popular search engine; therefore, we focus 
our search engine optimization recommendations on this 
particular service. We recommend that students create a 
Google profile page, which offers them the opportunity to 
manage the way they appear in Google’s search results 
[26]. A Google profile is a public Web page that enables 
users to list information about themselves and link to other 
online content. Students can take advantage of Google 
profiles and project a professional online image by listing 
biographical information, work experience, photos and 
carefully selected links to their other online content. In 
order to ensure a consistent online image, we recommend 
that students utilize information from their LinkedIn 
profile to complete their Google profile page. 

Create and maintain an online portfolio. Although this 
may not be applicable to all majors, for students who have 
work to display, we advise that they create an online 
portfolio showcasing their best projects. Online portfolios 
have been shown to help significantly in a job search [27]. 
If students have knowledge of HTML and CSS, they can 
create a simple, yet effective, static website that displays 
such projects. The site can be a useful tool to highlight 
their knowledge and skills, while drawing attention to 
their LinkedIn profile, Twitter account, or blog via 
interactive social media buttons. As students develop their 
portfolio website, we recommend that they choose a URL 
which includes their full name (e.g., www.sallysmith.com 
or www.sallysmithstanfordstudent.com). In addition, the 
website should incorporate descriptive meta tags that 
indicate the nature of the site and specifics about the 
student (e.g., “sally smith portfolio,” “Purdue University,” 
“computer engineering”). Together, these features will 
improve the chances of an Internet search engine’s 
discovery of the online portfolio [28]. For students who 
lack Web development skills, a variety of website 
templates and detailed tutorials are available online. In 
addition, services such as WordPress, Google Sites, 
Carbonmade, Prevue and many others offer easy methods 
for creating online portfolios without prior knowledge of 
Web design.  

Create and maintain a professional Twitter account. 
Because of the message brevity, Twitter is very easy to 
update frequently, even for busy college students. The 
frequent updates increase the chances of a student’s 
Twitter stream showing up in online searches [29]. It is 
important that the content of the Twitter stream be 
informative and professional. We advise students to post 
links to interesting readings, discuss what they are 
learning and thinking about, and share their unique point 
of view. Previous research shows that people who use 
Twitter professionally appreciate these types of updates, 
but dislike mundane status messages involving the 
legendary lunch [30]. Students can use Twitter to establish 
expertise in a field of study or industry sector, which 
employers may use as an indicator for determining hiring 
potential [31].  

Create and maintain a professional blog. We recognize 
that blogging is a considerable time investment and only 
recommend it for students who can make a long-term 
commitment to posting regularly. A blog is a wonderful 
avenue for showing potential employers how one thinks, 
what one knows, and what one is learning. Blogging 
enables students to provide a more in-depth picture of 
their professional persona than an online profile or 
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resume. A good blog requires authenticity and passion 
[32], so we advise students to first find their area of 
interest, and then write about it. Some students fear that 
they are not authorities in their subject areas, and have 
nothing interesting to share. However, simply blogging 
reactions to class readings and comments on issues related 
to their future professions has helped students in their job 
searches [33]. 

B. Optimize Content for Social Media 

Creating online content that represents students well 
professionally is a first step in managing online identity, 
but this content needs to be easy to find and share online. 
Search engine optimization (SEO) refers to techniques for 
increasing the probability of content to be ranked high in 
search engine results [34]. We included some SEO tips 
with the strategies in the first section. On the other hand, 
social media optimization (SMO) refers to making content 
easy to find and share with social media [35]. To this end, 
we recommend the following strategies: 

Make content easy to link to. Each piece of content 
should have its own unique URL (permalink) so that it is 
easy to link to. Although Flash-based galleries are 
commonly used for displaying images in online portfolios, 
we recommend against them, because they make it 
difficult, or sometimes impossible, to link to an individual 
item in the gallery. Instead, content can be hosted on one 
of many social media platforms (flickr for images, 
YouTube for videos, scribd for documents, slideshare for 
slides) that make it easy to link to an individual piece of 
content. Content travels easier if it is easy to link to, and 
this increases the chances of it gaining more popularity, or 
being forwarded to the right person. 

Cross-link online content and profiles. We recommend 
students cross-link their online profiles, so that if one 
person reaches one piece of content, he or she can easily 
navigate to the student’s other sites. Students should plan 
a cross-linking strategy so that every piece of content 
leads a viewer to their preferred online location [36]. Let 
us assume that a student would like employers to see her 
LinkedIn profile. The LinkedIn profile should then be 
linked from her Twitter bio, the About page of her blog, as 
well as any profile she may have on other sites.  

Enable RSS feeds and sharing options. Many social 
media sites have options for the further sharing of content 
on other platforms, or for generating RSS feeds. We 
recommend that these options be enabled, to facilitate 
content sharing. If copyright is a concern, the sharing 
options can be customized accordingly. We recommend 
that students become familiar with Creative Commons 
[37] and specify sharing preferences for content, if 
necessary. 

C. Develop and Maintain a Professional Online Network 

One of the biggest advantages afforded by social media 
is the ability to maintain existing relationships and build 
new ones [38]. College students need little, if any, advice 
about maintaining personal relationships using sites such 
as Facebook. However, building a professional network 
online may not come just as easy. First, students need to 
understand the cultures and social norms that have 
emerged around specific social media tools [30]. For 
instance, most Facebook users prefer to connect with their 
friends and relatives and may not accept connect requests 
from people they have not met in real life. LinkedIn 

recommends that people only connect with persons they 
know, but some LinkedIn users accept all connections. 
The culture of Twitter has made it acceptable to connect 
with people one has not met, and may not have a chance 
to otherwise meet. Keeping in mind these norms of social 
media usage, we recommend the following strategies for 
students who wish to create and maintain professional 
networks online: 

Create a personal learning network on Twitter. An 
online personal learning network offers students an 
opportunity to learn valuable information that they can 
apply to classroom academic studies [39]. Many people 
who use Twitter professionally find a lot of value in the 
information other people post, and try to provide value in 
return by posting interesting links [30]. Students can 
identify people on Twitter whom they can learn from, and 
then follow them. “Who do I follow?” and “How do I find 
people to follow?” are two frequently asked questions 
about getting started on Twitter. We advise students to 
keep this criterion in mind when deciding whom to 
follow: Do they feel they have something to learn from 
this person? Information in the bio, as well as the stream 
of previous messages (tweets) and links, can provide 
answers to this question. Twitter search can help students 
identify individuals in their fields of interest [40]. Twitter 
lists compiled by interesting users, or lists where an 
interesting user is indexed, can lead to other, similar users 
to follow. A Twitter personal learning network will extend 
students’ education far beyond the classroom, enable them 
to stay current with the most recent trends in their fields, 
and even provide a starting point for a career by helping 
students socialize into a profession [41]. 

Read professional blogs and comment on them. Another 
good strategy for building professional relationships is to 
read blogs and post comments. We advise students to 
identify blogs on topics they are professionally interested 
in, and read them on a regular basis. An RSS feed reader 
such as Google Reader can help them keep track of 
several blogs. Imagine a student identifies a blog written 
by members of a company he hopes to work for. The 
student follows the blog consistently and makes 
interesting, meaningful comments on several posts. By 
engaging in this type of mediated conversation, the 
student begins to build a relationship with potential future 
colleagues36. This relationship may open a door to a job 
interview, or provide common ground for conversations 
during a job interview. 

Join professional discussion groups online. There are 
several professional, interest-based groups online, many 
of them on LinkedIn and Facebook. While we understand 
that student culture may lean against using Facebook 
professionally and respect that, LinkedIn groups are still a 
valuable networking opportunity. We advise students to 
either ask interesting questions that stimulate discussion, 
or to contribute meaningful answers, supported if not by 
experience, then by citations from their class readings. We 
caution students against attempting to “crowd-source” 
assignments. Unfortunately, too many students seem to 
think professional discussion groups can provide material 
for class papers. This is not the case, nor is it a wise 
relationship-building strategy. But informed, interesting 
contribution to online discussions on professional topics 
can be an excellent way to build meaningful professional 
relationships. 
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D. Maintain and Monitor Online Presence  

The previous strategies need to be long term, sustained 
efforts. They require continuous participation. Close 
monitoring of content can help students fine-tune and 
manage online identity. We present a couple of simple 
strategies for continuous online monitoring. 

Monitor online content. Students can use Google Alerts 
to track online content. Google Alerts will notify a user 
whenever new content that includes specific keywords, 
such as a user’s name, is posted online [42]. For example, 
if a student is mentioned in an online university 
newspaper, or tagged in a public Facebook photo album, 
she will receive an email alert. These alerts enable 
students to manage their online identity by maintaining 
constant awareness of any information posted about them 
online. Students can then decide if it is necessary to take 
action against a particular piece of content, such as asking 
a friend to remove a photograph from a Facebook album. 
Moreover, Facebook settings are available that request 
users to approve tagged content before it is posted to one’s 
Facebook wall. These settings are a convenient way to 
control what photos and wall posts an individual is tagged 
in. 

Monitor online traffic. Students who create an online 
portfolio or blog should make use of Google Analytics to 
track data about website traffic. With this tool, they can: a) 
see the number of site visitors and their geographic 
distribution; b) track the effectiveness of social media 
cross-links to bring visitors to the site; and c) identify 
keywords that bring visitors to the site. Students can use 
these insights to increase and maintain website traffic by 
tweaking the online portfolio’s content and meta tags [43].  

To sum up, our approach to online identity management 
literacy includes three main educational goals. First, we 
help students understand that social media presents new 
communication dynamics that blur the boundaries 
between contexts and audiences. Second, we facilitate 
students’ transition from purely social to professional uses 
of social media. Third, we propose specific strategies 
students can use to not only filter personal online content, 
but also create and promote professional online identities. 
We follow the recommendations of previous researchers 
and propose positive, constructive strategies for online 
identity management, rather than using scare tactics that 
do not work with youth [44]. 

VI. INTEGRATION INTO THE CURRICULUM 

The approach to online identity management literacy 
we propose can be easily included in undergraduate 
curricula. The approach can be introduced in one class 
session, with additional mentoring offered as needed. If 
time and resources allow, students can be coached through 
the proposed strategies over the course of a semester. The 
use of social media for learning also presents opportunities 
for students to create professional online content. For 
example, courses that already use blogging or 
microblogging could be supplemented with brief 
instruction of the importance of creating professional 
online content and managing identity online. 

Educators should keep in mind that it takes a long time 
for Google to “forget” information posted online, and that 
it takes time to see the results of the social media approach 
proposed here. The senior year of college is a time when 
students are motivated to change their online behavior, but 

ideally, online identity management literacy should be 
taught early, before damage is done, and while enough 
time is available to invest in building both a positive 
online identity and a professional online network. 

VII. CONCLUSION 

Engineering and technology students can benefit from a 
combination of defensive and proactive strategies that will 
keep personal information from their Google resumes 
while pushing professional information to the forefront. 
Awareness of social media communication dynamics and 
of specific tactics for managing online identity will 
prepare students for competing in the new employment 
marketplace. 

Online identity management does come at a cost, 
however. In addition to investing time and effort, posting 
information online constitutes a threat to privacy. Each 
individual has to consider how much or how little he or 
she is comfortable sharing online. Other dangers of online 
activity, such as cyber-bullying, have been documented 
elsewhere [45, 46]. 

Online identity management literacy includes 
awareness of both advantages and disadvantages. While 
this paper focuses mostly on advantages, and applies 
marketing insights to encourage individual self-
promotion, it is important to balance enthusiasm about the 
opportunities offered by social media with awareness of 
potential drawbacks. We acknowledge that one solution 
may not fit all, and encourage critical reflection on the 
strategies proposed here. Whether some, all, or none of 
the strategies advocated here are adopted, we maintain 
that it is important for engineering and technology 
students to be aware of the consequences of online 
information on their professional futures, informed about 
steps they can take to manage their online identities, and 
encouraged to think critically about these issues. 
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